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AWQAF requests proposals and cost information from provider that can demonstrate its solution meet the

requirements. AWQAF intends to Apply Data classification to enforce data policies and restrict inappropriate
dissemination. Classifying AWQAF data can help with meeting legislative needs, and avoid costly data

breaches or losses. Your response shall:

® Provide both technical and financial proposal.

® Demonstrate how your solution will provide uniform delivery and content.

® Address how the administration of the solution can be managed at the Organization level

® Provide information on administrator training of AWQAF personnel.

® Discuss the implications of employee use of your solution; specifically, what notification does the employee or
user receive when sensitive data is found.

® Discuss how your solution will assist AWQAF in the DLP posture.

® Describe how your solution may be connected to other devices.

® Provide information on ad hoc reporting and general reporting.

® Discuss your experience with previous rollouts you have implemented that were similar size and scope to
AWQAF. Broadly describe what AWQAF should expect for a roll out of this size and scope.

® Recommended approved third party to help with the implementation of the system.

® Provide support and training to Awgaf Employee.

®  The proposed Data Classification solution shall enable the creation of a ‘rule-set’ based on the proposed Data
Classification Scheme and enforce the application of a set of controls based on that rule-set across the IT
infrastructure.

® The proposed Data Classification solution shall at least support a labelling scheme which, at a minimum, has
four hierarchical levels (e.g. “PUBLIC” (lowest level), “INTERNAL”, “RESTRICTED” and “CONFIDENTIAL"
(highest level)).

® The proposed Data Classification solution shall allow central configuration and deployment of multiple Data
Classification policies from a single administration console.

® The proposed Data Classification solution shall support the implementation of one or more administrator-

defined Data Classification policies which normal users must not be able to unilaterally disable.

il 3,
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® The proposed Data Classification solution shall provide the ability to insert visual information classification
labels to mark documents and emails electronically.

® The proposed Data Classification solution shall have the ability to set default information classification labels
into document templates and emails for specific departments, groups or roles.

® The proposed Data Classification solution shall allow administrators to configure where the information
classification label will appear (including for email subject line/body and document
headers/footers/watermarks).

® The proposed Data Classification solution shall have the ability to prevent amendment of documents once
created and classified unless by approved roles or author.

® The proposed Data Classification solution shall allow the enforcement of information classification labelling at
different points, e.g. at the point of creating/sending an email, creating/saving a document, etc.

® The proposed Data Classification solution shall be possible to ensure that a covering email has the same
classification as the highest classification of any attachment.

® The proposed Data Classification solution shall provide the ability to allow the information classification of a
document or file to be changed by someone other than the owner based on a pre-defined policy.

® The proposed Data Classification solution shall prevent a recipient of a document or e-mail from changing the
information classification of a document if mandated by a pre-defined policy.

® The proposed Data Classification solution shall offer a user interface for classification that can be contained
within the ribbon bar interface of MS Office applications without the need for subsidiary interface dialogs.

® The userinterface for the proposed solution shall offer shortcuts to the end-user that allow the easy selection of
“favorite” or recently-used label choices.

® The proposed Data Classification solution shall support the option for a simple single-click classification user

interface, such that each button can be configured to represent any required classification of label combination.

® The proposed Data Classification solution shall provide or enable access to customizable and contextual help to
users and administrators on the application of information classifications and their use. This may take the form
of aweb page or document.

® The proposed Data Classification solution shall support the use of color to aid in classification identification and
assignment (e‘g. PUBLIC is green, INTERNAL is blue, RESTRICTED is amber and CONFIDENTIAL is red). This
color must be displayed prominently whilst a document is open for editing.

® The proposed Data Classification solution shall support both 32 bit and 64 bit machines and be deployable

within virtual environments.

10000000137:4. Sl a8 sy ARl 8 2020/11/03: )laa¥) &)1

Alya Alwazzaff(Nov 2, 2020 13:16 GMT+3)



https://secure.na2.echosign.com/verifier?tx=CBJCHBCAABAAWtVXoG9wnuUhWy9yp83mNKMFJncGLhqc

2 gl iy jall ASLedl)

TN ald S Aalad) Al
LﬂLdg| @ 3 giall g il jiiiall 3 1)

Cila glae 40385 Chlaad

® The supplier shall provide a list of its solution’s system requirements (e.g. number and specification of operating
system, application server(s), database(s) etc.)
® The proposed Data Classification solution shall enable a user to apply information classifications to generic
digital file types, including at least:
MS Word;
MS Excel;
MS PowerPoint;
MS Visio;
MS Project;
Adobe Reader/Acrobat (PDF);
Audio-visual files (e.g. JPEG/GIF/BMP/WAV/MP3/MP4/AVI/MOV)."
® The proposed Data Classification solution shall support classification plugins on MS Visio & MS Project just
Word/Excel/Powerpoint.
® The proposed Data Classification solution shall enable a user to easily assign, amend or delete an information
classification to a digital file (e.g. via a simple toolbar/options box/pull-down menu) from within MS Windows
Explorer
® The proposed Data Classification solution shall allow a user to perform bulk assignment of an information
classification to one or more digital files or digital file directories from within MS Windows Explorer. The DLP
solution shall be able to automatically detect the assigned information classification already manually included
in a document header/footer and set the information classification accordingly.
® The proposed Data Classification solution shall have the ability to display visual markings in multiple languages,
such as “CONFIDENTIAL/CONFIDENTIEL” in a document header.
® The proposed Data Classification solution shall provide the ability to force the user to assign an information
classification when the document is saved where the document does not already have an assigned information
classification
® The proposed Data Classification solution shall allow classification and labelling of emails and attachments to
remain once the email is transferred to an email archive.
® The proposed Data Classification solution shall allow classification and labelling of emails and attachments to
remain once the email or attachment is saved to network drives.
® The proposed Data Classification solution shall support ‘user warning’ messages, e.g. ability to warn/prevent
users when trying to send documents/files to an external email address where the attachment has specific

markings such as INTERNAL.
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® The proposed Data Classification solution shall enable a user to easily assign or amend an information
classification to an email from within the email client application (e.g. via a simple toolbar/options box/pull-

down menu) irrespective of the end-user device.

® The proposed Data Classification solution shall be able to automatically detect a possible information

classification already included in an attachment and set the information classification for the email accordingly.

® The proposed Data Classification solution shall ensure that the information classification assigned to an email is
no lower than the classification assigned to any of its attachments (e.g. if an attachment is RESTRICTED, then

the covering email must also be at least RESTRICTED)

® The proposed Data Classification solution shall store the information classification as metadata to a document
according to an agreed standard and format such that it is possible for that metadata to be read by a third party
piece of software (such as a Document Management System)

® The proposed Data Classification solution shall store the information classification metadata in such a way that
itis not proprietary.

® The proposed Data Classification tool shall support retention and archiving policies. In particular, the Data
Classification tool shall be capable of supporting the subsequent downgrading and disposal of information

stored in any document management systems.

® Manage the saving of documents in a way that makes them easily retrievable (ie associated with this client or

project, whether it’s a legal document perhaps even in the naming of the file)
® Automate some of the retention and disposal of these files if possible

® Protect final documents in the event they are required in legal cases (e.g. attestation/signing of documents that

prevents further alteration).

® The proposed Data Classification solution shall be a Leader in the Classification, Labeling and Protection market

for more than 10 years.
® The vendor shall have customers who have used the product in production for 3+ years.
® The vendor shall be fully integrated and validated by DLP vendor
® The vendor product shall be purchased directly from DLP vendor sales team

® The vendor product shall be supported directly from DLP vendor support team

® BIDDER QUALIFICATIONS

®  The bidder must have sufficient experience in supplying, installing, training, and supporting the data

classification tool and data loss prevention solution.
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Project initiation and planning phases must be completed by Nov 30, 2020. Project planning phase will determine
the timeline/schedule for the remaining phases of the project. The project must be completed by the end of January

2021.
DELIVERABLES

Requirements information for design and implementation should be done by the vendor.
Hardware Should be provided by vendor for the solution and storage.
License for 3 years with valid support.

Manual Document for non-technical user in Arabic Language
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Proposals must include proposed costs to complete the tasks described in the project scope. Pricing should be based

on 500 users, and 1000 end points. Please provide pricing for (3) consecutive years.

2020

2021

2022
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e Discover, identify and classify AWQAF Data

e Reduce the likelihood of data loss or leakage
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e Comply with NCA & SAMA Cyber Security Framework requirements
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